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IT Security Is Complex
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A seguranca informatica € complexa
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Let’s Simplify — Top Cyber Threats

Soclal Engineering Denial of Service (DDoS)

This is an infrusion utilized
to remowe links to
machine services by
inserting malicious traffic
into the database.

Attackers create social
situations that encourage
you to share your
password

Password Attack
Attackers use a num
method
username of to discover a
password

Malware Attack
This is a malicious
program that «
damages the con

SQL Injection Phishing
A hacker injects Bait is sent by t .
harrrful often as an email. it allows
information into people to communicate their
asgL information.
statement with
a Security
vulnerability.

Eavesdropping

Hackers manitar the platform's
traffic and the job it does.
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Vamos simplificar - Principais ameacas
cibernéticas
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IT Security Activities Underway in Wespath

e Upgrading our laptops, desktops and mobile phones

* Moving to zero trust security — we trust no one,
even in our own building

e Multi-factor authentication everywhere

* Very complex passwords — 16 characters, upper/
lower case, number and special characters

e Guest WiFi password is complex and changes
monthly

* Upgrading our Data Loss Prevention (DLP) tools
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Actividades de seguranca informatica em
curso em Wespath |

e Atualizar os nossos computadores portateis,
computadores de secretaria e teleméveis

* Passagem a uma seguranca de confianga zero - ndo
confiamos em ninguém, nem mesmo No Nosso proprio
edificio

* Autenticacao multi-fator em todo o lado

* Palavras-passe muito complexas - 16 caracteres,
maiusculas/minudsculas, nimeros e caracteres especiais

* A palavra-passe do WiFi para convidados é complexa e
muda mensalmente

* Atualizacdao das nossas ferramentas de prevencao da
perda de dados (DLP)
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Actions You Can Take

1. Create a cadence of regular system updates
(phones, laptops, desktops, etc.)

2. Use multi-factor authentication everywhere

3. Implement very complex passwords —
16 characters, upper/lower case, numbers
and special characters

4. Have a complex guest WiFi password and e 7 40
change it monthly g gt

Ensure complex WiFi passwords and hide SSIDs
Educate, educate, educate your staff about phishing

Protect yourself
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Accoes que pode tomar

1. Criar uma cadéncia de actualizacoes regulares do
Sistema (telemdveis, computadores portateis,
computadores de secretaria, etc.)

2. Utilizar a autenticacao multi-fator em todo o lado

3. Implemente palavras-passe muito complexas -
16 caracteres, letras maiusculas e minusculas,
numeros e caracteres especiais

4. Tenha uma palavra-passe complexa para o WiFi dos L e
hdspedes e altere-a mensalmente of @Yo 101010101010101 1

1107101017010

5. Assegurar palavras-passe WiFi complexas e ocultar
SSIDs

6. Educar, educar, educar o seu pessoal sobre phishing I 10701p1010101011

Proteger-se
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