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Dear Par�cipant,

For the past three weeks, we’ve wri�en about ways criminals trick individuals into sharing
private informa�on. It’s a good idea to stay aware of scams to protect yourself—but what
if your informa�on is already compromised? And how do you know if it is compromised?
We will provide some clues offered by the Federal Trade Commission to determine if
someone has used your informa�on fraudulently as well as steps to take once you know.

At Wespath, we are commi�ed to providing secure access to your re�rement account and
investment informa�on. On June 6, we’ll unveil enhancements to our par�cipant account
management website, Benefits Access. As announced last week, the updated site will be
easier for you to view on your smartphone or tablet and will offer more intui�ve
naviga�on. Read on for your first look at the new site.

While Benefits Access is designed to support your financial well-being, Wespath also
supports the health of our par�cipants in all dimensions—spiritual, emo�onal, physical,
social and financial. Our next issue of the Dimensions newsle�er will feature insights from
par�cipants who have taken a personal or professional sabba�cal or forma�onal leave of
several weeks to months to improve their well-being. If you would like your story to be
considered, contact us at wellnessteam@wespath.org.

For the most current informa�on about Wespath’s COVID-19 response, please go
to Wespath’s Coronavirus webpage or follow Wespath on Facebook and Twi�er.

How to Recover When Your Personal Informa�on has Been Stolen

Last year, a research study found that 14.4 million people were vic�ms of iden�ty fraud.
Thieves can do much more than make purchases with your stolen financial data. The
Federal Trade Commission (FTC) reports iden�ty the� can also drain your bank accounts,
open new u�lity accounts, get medical treatment on your health insurance, file tax returns
in your name and receive your tax refund, cause you trouble with police by providing your
name during an arrest and even resell your informa�on to other criminals.

It’s important to act fast, since delays in iden�fying a data compromise can allow thieves
to do more damage to your financial future. So how do you know if criminals have stolen
your personal informa�on?

Clues That Your Informa�on Has Been Stolen
According to the FTC, you should look out for the following clues:

You see bank withdrawals you didn’t ini�ate or unknown charges on your credit
card
You don’t receive bills or other mail you were expec�ng
Your checks are refused
You receive calls from debt collectors about debts that aren’t yours
Your credit report shows unfamiliar accounts or charges
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You receive medical bills for services you didn’t use
Your medical records show a preexis�ng condi�on you don’t have that causes you
to be denied for medical or life insurance coverage
You receive no�ce from the IRS that you filed more than one tax return or that you
have income from an unknown employer
You are no�fied that your informa�on was compromised in a data breach

10 Steps Toward Recovery
Once you know there is a problem, take the following steps to minimize the damage.

1. File a police report and no�fy the FBI and Federal Trade Commission (FTC).
A police report no�fies local police of criminal ac�vity and allows you to protect yourself if
your informa�on is used to commit a crime. You also can file an online complaint with the
FBI’s Internet Crime Complaint Center at h�ps://complaint.ic3.gov/, and a report with
the FTC at iden�tythe�.gov so informa�on can be shared with law enforcement agencies.

2. No�fy the IRS and your iden�ty the� insurance, if applicable.
A Form 14039 Iden�ty The� Affidavit no�fies the IRS if your Social Security number was
used to file a fraudulent income tax return. If you’ve purchased an iden�ty the� insurance
policy, file a claim to help limit your financial losses. You may also have benefits through
your homeowner or other insurance plan.

3. Place a free fraud alert or security freeze on your credit reports.
Request a free fraud alert from the three major credit bureaus—Experian, Equifax and
TransUnion—to automa�cally no�fy any ins�tu�on that pulls your credit report that your
iden�ty was compromised for one year. You will receive access to a free credit report from
each bureau.

You can also request an extended fraud alert that lasts for seven years and allows you to
receive two free credit reports from each bureau within 12 months.

Equifax Alert online or call 1-800-525-6285
Experian Fraud Center online or call 1-888-397-3742
TransUnion Fraud Alert online or call 1-888-909-8872

A security freeze differs from a fraud alert because, instead of just no�fying you of
requests, it prohibits your credit report informa�on from being released without your
express approval. This prevents a credit bureau from approving new credit, loans or other
services in your name without your authoriza�on. If you have children, consider freezing
their reports as well since they too can be vic�ms of iden�ty the�.

4. Review credit card and bank statements for other unauthorized charges.
Pull up statements for all of your accounts—including dormant or infrequently used
accounts—and scan them for charges you don't recognize. Don’t discount small amounts
(e.g., $1). Some�mes thieves start small to see if the ac�vity will be flagged before making
large purchases. If you find unknown charges, no�fy your financial ins�tu�on.

5. Open new credit card and financial accounts.
Close all of your accounts and open new ones (with new account numbers), even if all
accounts haven't been compromised. This helps prevent a thief from gaining future control
of your money.

6. Tighten security on your accounts.
Create new passwords for all of your accounts. Make sure each password is complex and
unique. If you have a hard �me remembering passwords, consider using a reputable
password manager to ensure all your accounts have strong passwords. These services
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generate passwords that cannot be easily guessed and then store and autofill them on
websites so users don't need to remember each one.

7. Take advantage of all of your rights under the Fair Credit Repor�ng Act (FCRA).
The FCRA is a federal law designed to ensure fairness, accuracy and privacy of the personal
informa�on collected by credit bureaus. It regulates the collec�on of, and access to,
consumer credit informa�on. These rights include:

Placing credit bureau fraud alerts and ge�ng copies of your credit reports
Placing a security freeze on your credit report
Obtaining documents related to fraudulent transac�ons or accounts
Obtaining informa�on from debt collectors
Blocking the damaging informa�on so it doesn’t appear in your credit reports
Stopping businesses from repor�ng inaccurate informa�on to the credit bureaus

8. Alert your health insurance and medical care providers.
Contact your providers to make sure your insurance informa�on hasn’t been fraudulently
used to receive healthcare services—such as seeing a doctor, receiving prescrip�on drugs,
having surgery or visi�ng an emergency room.

9. Contact your state’s DMV or licensing agency.
Ask your state’s licensing agency to place a flag on your driver’s license and/or ID number
to no�fy law enforcement in case your ID is used fraudulently to write a check, during a
traffic stop or to make a fake license.

10. Sign up for a credit monitoring service, if offered.
If your informa�on was accessed in a data breach, you may be offered complimentary
credit monitoring, which alerts you to suspicious ac�vity or new account openings. You
can also pay for a reputable service, and some plans can limit or cover financial losses
associated with iden�ty the�.

If you need help developing a comprehensive iden�ty the� recovery plan, visit the FTC’s
iden�ty the� website.

Sneak Peak: Benefits Access Updates

When you log into Benefits Access in early June, it will have a different look! We’ve
redesigned the site to help you find informa�on easily and more quickly. Below are the
login and home pages. We will share addi�onal informa�on about the site updates, and
more design sneak peaks next week. Stay tuned!

Login Page: The new login page features a streamlined and simplified design. While the
look has changed, accessing the site remains the same—you will s�ll use your current
username and password.
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Homepage: The new homepage provides instant access to your re�rement account
summary. Instead of having to search through menu op�ons, you see your plan balances,
investment alloca�on and monthly defined benefits, if any, at a glance.



For Your Educa�on

Annui�za�on—What You Need to Know
Mar�n Bauer, Senior Managing Director of Benefit
Plans, explains why re�rees should feel safe knowing
Wespath annui�es are well-managed to support their
re�rement benefits now and in the future.
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